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Why a Future Event Already Demands Action in Present

Somewhere in the next decade, a machine will exist that can do something no computer
has ever done, i.e., read the world's secrets. Not by stealing passwords or exploiting
software bugs, but by solving the mathematics that our entire digital trust system is built
on. Cryptographers have given this moment a name, “Q-Day”, the day a quantum
computer becomes powerful enough to break the encryption that currently protects

everything from bank transfers to military orders.?

No one can say precisely when Q-Day will arrive. Most experts think it will happen
sometime in the 2030s, and very few expect it before 2030. The US National Institute of
Standards and Technology (NIST) has already set 2030 as the point where it begins
retiring vulnerable algorithms and 2035 as the deadline for removing them entirely.? But

the uncertainty around the date is precisely what makes this dangerous. This is not a



threat that gives advance warning. A senior quantum scientist at Booz Allen Hamilton
recently noted that most industry roadmaps expect quantum computers to threaten
current encryption within about five years and that both hardware and algorithmic
progress keep pulling that estimate closer, not further away.® Every few months brings a
new research paper that shaves zeros off the number of qubits. Studies published in
January 2026 suggested that breaking widely used encryption might require only around
10,000 qubits, a dramatic drop from the millions once assumed necessary, and this
reduction has visibly sped up the whole conversation around Q-Day. Google's own
Quantum Al team has since suggested that elliptic curve cryptography, the kind of
encryption protecting most banking and government transactions worldwide, could
theoretically be broken using roughly twenty times fewer physical qubits than earlier
estimates assumed, prompting the company to set 2029 as its own internal migration

deadline.*

The reason this matters right now, and not in 2032, is a concept security professionals
call “harvest now, decrypt later.” An adversary does not need a working quantum
computer today to benefit from one tomorrow.® It simply needs to steal and store
encrypted data now and wait for the day it can be unlocked. Information that needs to
stay secret for years or decades, such as troop deployment plans, weapons designs,
intelligence sources, treaty negotiations, satellite architectures, etc., is now already highly
vulnerable, and every day of delay adds another year of data sitting somewhere in a

server, waiting.

Sorting Fact from Hype

Given the stakes, it is worth being honest about what has actually been proven and what
has not. Chinese research groups have repeatedly generated global headlines by
claiming to have used quantum computers to crack encryption. In 2024, a Shanghai
University team published a paper describing an attack on RSA (Rivest, Shamir, and
Adleman encryption) using a D-Wave quantum annealer, and headlines ran with phrases
like “military-grade encryption broken.” A closer look showed the team had actually

factored a 50-bit number using a hybrid quantum-classical method, a genuine research



milestone, but nowhere close to threatening real-world RSA keys, which typically run to
2048 bits.® The same group returned in April 2025 with a slightly larger 90-bit factorisation,
still the largest of its kind, but again far short of anything used in practice. A separate
paper with the eye-catching title “A First Successful Factorization of RSA-2048” turned
out, on inspection, to have used a special, easy-to-factor class of numbers rather than a
genuine RSA-2048 key.’” These episodes are worth remembering not because the threat
is exaggerated but because they show how quickly claims outrun capability in this field
and why India's own planning needs to be grounded in engineering reality rather than
headlines.

That said, the underlying technical direction is not in doubt. In August 2024, NIST finalised
the world's first three post-quantum cryptography standards: Module-Lattice-Based Key-
Encapsulation Mechanism (ML-KEM) for encrypting data in transit, Module-Lattice-Based
Digital Signature Algorithm (ML-DSA) for digital signatures, and Stateless Hash-Based
Digital Signature Algorithm (SLH-DSA) as a backup signature scheme built on a different
mathematical foundation, followed by the selection of a fourth algorithm, Hamming Quasi-
Cyclic (HQC), in 2025.8 These are not experimental proposals; they are the algorithms
that governments and companies worldwide are now expected to build into their systems.
The US National Security Agency has already told its national security systems that any
new acquisition must be quantum-safe by January 2027, and other allies have set their

own deadlines.®

India's Exposure and Its Stakes

India's vulnerability here is not abstract. The country has built, in less than a decade, one
of the largest digital public infrastructures on earth, and almost all of it rests on the same
classical cryptography that quantum computing threatens. Digital payments crossed
roughly 22,000 crore transactions in 2024 - 25, with UPI (Unified Payments Interface)
making up the overwhelming share and running as the largest real-time payment system
in the world.'® Moreover, Aadhaar has issued over 1.3 billion identities with authentication
requests running into billions every month. IBM Research India's director has pointed out

plainly that platforms like Aadhaar and UPI depend on encryption that quantum computing



could eventually defeat and that data being harvested today could be unlocked once
qguantum capability catches up.'! Add to this India's defence communications, satellite
links, and intelligence networks, and the exposure spans nearly every layer of the state.

But India also holds real cards. Its scale in software and mathematics talent, a functioning
National Quantum Mission, and a strategic culture that increasingly treats technological
self-reliance as a security imperative give it a genuine chance to build indigenous
guantum-safe capability. The challenge is one of speed and coordination rather than raw
capacity. In that context, India has to move at the pace the threat demands, across a
state apparatus that does not always move quickly.

What India Has Actually Done

To its credit, India has moved with greater purpose on this front than is commonly
recognised. The Union Cabinet approved the National Quantum Mission in April 2023
with an outlay of %6,003.65 crore for the period 2023-24 to 2030-31, and the mission has
set up four thematic hubs: quantum computing at [ISc Bengaluru, quantum
communication at lIT Madras with C-DOT, quantum sensing at IIT Bombay, and quantum
materials at IIT Delhi, connecting over 150 researchers across 43 institutions in 17

states.1?

On the defensive side specifically, the Department of Science and Technology (DST)
released a report in May 2026 titled the Roadmap to Quantum Resiliency, setting out a
dual-track approach. These two tracks are broad post-quantum cryptography deployment
across the wider digital ecosystem, combined with quantum key distribution for the most
sensitive strategic links.*2 This built on an earlier February 2026 report, “Implementation
of Quantum Safe Ecosystem in India,” produced by a dedicated task force under the
National Quantum Mission, which called for accelerated adoption timelines in defence,
telecom, and energy, mandatory cryptographic inventories, and a tiered national testing
and certification framework for quantum-safe products. Under this roadmap, critical
information infrastructure, the systems whose failure would cripple defence, telecom, or
power, is being pushed toward full post-quantum adoption by 2029, with broader

enterprise adoption targeted by 2033.%4



On the harder engineering side, DRDO has been building real, tested capability. In June
2025, DRDO and IIT Delhi successfully demonstrated free-space quantum secure
communication using entangled photons over more than a kilometre in the IIT Delhi
campus. In this experiment, they achieved a secure key rate of around 240 bits per
second with a quantum bit error rate under 7 percent.’® It was a follow-on to an earlier
intercity quantum communication link demonstrated between Vindhyachal and Prayagraj
in 2022 and a 100-kilometre quantum key distribution trial over telecom-grade optical
fibre. Importantly, the entire system was developed indigenously, without imported
hardware, which matters as much strategically as it does technically, since a quantum-
safe communication system built on foreign components defeats much of its own

purpose.

The financial sector has also begun to stir. In May 2026, the Reserve Bank of India set
up an eight-member expert committee under its Quantum Secure and Adaptive Financial
Ecosystem, or Q-SAFE, initiative, led by Professor Anil Prabhakar of IT Madras.® This
committee had representatives from the Department of Science & Technology (DST),
State Bank of India (SBI), the National Payments Corporation of India (NPCI), and the
Ministry of Electronics and Information Technology (MeitY).” The committee has been
asked to build a Cryptography Bill of Materials for the financial sector, assess how easily
institutions could switch to quantum-safe algorithms, and recommend a roadmap for
securing India's financial system, with a report due within six months of its first meeting.*®
Alongside this, the telecom sector's own research arm, Centre for Development of
Telematics (C-DOT), has developed quantum key distribution systems, post-quantum
cryptography solutions, and quantum-secure video IP phones for government and
defence use.'® On the hardware front, guantum computing itself is advancing in parallel;
a Bengaluru startup, QpiAl, released India's first full-stack 25-qubit superconducting
guantum computer in April 2025. The Amaravati Quantum Valley, opened in February
2026, houses an IBM Quantum System Two, anchored alongside Tata Consultancy

Services and L&T.20
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The Gap Between the Roadmap and the Reality

For all this activity, the honest picture is of a country that has done the hard work of writing
plans but still has an enormous distance to cover in execution. A detailed review of India’'s
Post Quantum Cryptography (PQC) roadmap by the Observer Research Foundation
noted that India could still learn from countries like the United States, where NIST has
drawn technology vendors into formal cooperative agreements as “Technology Partners,”
and that India's own roadmap, while ambitious, needs sharper distinctions between when

to use post-quantum cryptography versus quantum key distribution.?*

The financial sector illustrates the scale of the problem well. Experts have warned of a
substantial “readiness gap” in Indian banking, where many institutions still rely on
complex legacy systems built on older encryption, and where a lack of coordinated
transition could leave smaller banks as weak links in the wider national financial
network.??> UPI alone connects more than 400 banks and payment service providers,
meaning migration has to be choreographed carefully since a single participant that fails
to upgrade in time creates a vulnerability for the entire network. Public sector banks, in
particular, run decades-old core banking systems where simply identifying every place
cryptography is used is, in the words of one industry analyst, “archaeological-level

work”.23

There is also a talent and capacity problem that no policy document can wish away.
India's spending on quantum technology, at roughly $0.73 billion, sits several orders of
magnitude below China's reported outlay of around $15 billion, and the country's strength
has historically been in applying deep technology rather than inventing it at the
foundational layer.?# Building indigenous, field-tested post-quantum systems at the scale
UPI and Aadhaar require will need sustained funding, trained cryptographic engineers,
and above all, patient follow-through over a decade, the kind of follow-through Indian
institutions have not always managed once the initial policy announcement fades from

the news cycle.?®

Finally, there is a question of proportion that Indian planners will have to get right.

Migrating everything to post-quantum cryptography at once, regardless of sensitivity,
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would be wasteful and slow. As one recent strategic assessment argued, most day-to-
day encrypted traffic, such as ordinary payments, routine communications etc., carries
limited long-term value to an adversary, while the real risk sits in data that must stay
secret for decades.?® Such data encoded in the forms of strategic defence archives,
intelligence records, diplomatic cables, and long-lived identity systems like Aadhaar can
impart long-term devastation. Getting the sequencing right, protecting what genuinely
needs protecting first without diverting scarce cryptographic talent into low-value
migrations, will decide whether India's roadmap becomes a real shield or just another

well-written document.?’
The Bottom Line

Q-Day is not a science fiction scenario anymore, it is a planning horizon, and India has,
to its credit, begun planning for it. The National Quantum Mission, the DST's quantum-
safe roadmap, DRDO's indigenous Quantum Key Distribution (QKD) trials, and the RBI's
Q-SAFE committee together show that the Indian state understands what is coming. What
remains is the harder part is turning committee reports and pilot demonstrations into
cryptography that actually runs inside Aadhaar servers, UPI switches, and military
communication networks before an adversary, real or merely rumoured, gets there first.
In a contest where the finish line is invisible and the starting gun has already fired, the
nations that treat quantum-safety as an engineering project rather than a talking point will

be the ones still standing when Q-Day finally arrives.
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