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Introduction

India’s security landscape has undergone unprecedented changes. These changes
have risen substantially from the shifting stance of India’s foreign policy over the
decades. Former Prime Minister Jawaharlal Nehru played a crucial role in shaping
India’s foreign policy after independence, seeing a newly independent India as a moral
leader among post-colonial states.! The Nehruvian foreign policy was founded on the
ideals of non-alignment, anti-colonialism, anti-racism, and peaceful coexistence. The
aim of this foreign policy was to carve out a distinct niche for India, avoiding aligning
with either of the superpowers during the Cold War to prevent redirection of essential

resources from economic growth to military investment.?

However, in the long run, Nehru’s foreign policy was proving to be idealistic. Nehru
believed that by carving a peaceful foreign policy, one could bring peace to the existing
volatile region. He signed the ‘Panchsheel Agreement’ with China for peaceful
coexistence of the two nations.? Nehru prioritised economic growth and social welfare
above maintaining an army. This approach crumbled soon as Pakistan continued to
challenge India with conventional and proxy wars, while China emerged as a grave
geopolitical threat. The failure to prepare the army for operations, followed by the

debacle in the 1962 Sino-Indian War, marked a turning point in Indian foreign policy.

The 1962 war pushed India to reconsider its strategic position, leading to increased
defence spending and a more realistic foreign policy. It emphasised the limitations of




moral power in the face of realpolitik, encouraging India to be more practical in dealing
with rivals.# The current environment is characterised by overlapping domains,
interconnected risks, and fluid forms of warfare. India now competes in a strategic
environment in which conventional geopolitical rivalries interact with unconventional
threats and regional tensions that are frequently buried within larger global power
shifts. This changing setting necessitates a more comprehensive knowledge of how

risks are defined, perceived, and controlled.

India’s security landscape is constantly changing due to a number of causes. China’s
ascent as both military and economic power has shifted the regional balance and
increased strategic rivalry. Pakistan’s sustained dependence on asymmetric methods
proves that sub-conventional war remains a constant issue. Additionally, the rise of the
Indo-Pacific as a focal point of geopolitical strife has broadened India’s strategic views
beyond its immediate vicinity.®> These external forces overlap with domestic security
issues like cross-border terrorism, socio-political unrest, and border security, resulting

in a complex and interlinked threat environment.

Furthermore, the rate at which technology is evolving, it is creating new chokepoints
of vulnerabilities and also possibilities. Cyber warfare, space-based weapons, artificial
intelligence, and narrative warfare are changing the character of conflict and
broadening the spectrum of players who may influence outcomes.® As a result, India’s
current security environment cannot be comprehended via a single lens; rather, it must
be examined as a combination of geopolitical, internal, and technical factors. These
innovations are forcing the security architects to revamp the defence infrastructure and

assess its ramifications before a single shot is fired.

This paper explores India’s changing security environment from three interwoven
perspectives: external geopolitical complications, internal security dynamics, and
technology-driven dangers. Together, these aspects paint a complete picture of the

environment in which India must develop and implement its national security policy.

External Geopolitical Challenges

e China: Structural Rivalry and Strategic Competition
China poses as one of the most serious long-term challenges to India’s external
security landscape. This partnership is characterised by a constant loop of



cooperation and conflict, with collaboration in restricted domains coexisting with
deep strategic distrust. Periodic skirmishes along the Line of Actual Control
demonstrate that the border conflict is more than just territorial; it reflects a
larger structural agenda.’ These contradictions underscore the fragility of
existing confidence-building methods, as well as the limitations of crisis

management strategies.

China’s expanding military and infrastructural growth along the border have
transformed the operating environment, restricting India’s strategic options.
Improved logistics, monitoring, and rapid deployment capabilities permit
persistent pressure without resorting to open war.2 This is being replaced by
China’s larger regional posture, which includes a rising footprint in the Indian
Ocean and attempts to shape interconnectivity and economic networks across
Asia. Such changes suggest that rivalry goes beyond the immediate boundaries,

into broader geopolitical and geoeconomic spheres.®

For India, the task is to handle both the immediate and long-term ramifications
of this rivalry. Conventional deterrence is still vital, but insufficient considering
the evolving nature of warfare. China’s carefully calibrated use of pressure,
ambiguity, and progress suggests a willingness to avoid military escalation. This
requires India to move away from static defensive postures and towards a more
integrated approach that combines military readiness with diplomatic

messaging, economic resilience, and cross-domain strategic cooperation.©

Pakistan: Sub-Conventional Conflict and Strategic Persistence

Pakistan remains a distinct security challenge, distinguished less by traditional
military conflict and more by prolonged sub-conventional engagement. The
relationship is defined by a pattern of sustained antagonism, with cross-border
terrorism and proxy actors serving as main tools of state policy. This strategy
enables Pakistan to apply pressure while avoiding the risks involved with direct

military escalation, especially in a nuclear-armed environment.*!

Violence and infiltration create a widespread sense of anxiety without
substantially affecting the strategic balance. This puts India in a spotlight where



its response must be carefully measured, balancing the demand for deterrence
against the requirement to prevent escalation. Traditional military doctrines,
which are geared for decisive engagement, provide minimal direction for
dealing with such long-term low-intensity combat. India’s response to Pakistan
has largely depended on restraint, dialogue, and de-escalation. However, this
approach changed in 2016 after the Uri attack that was the watershed moment,
signifying a broader shift from a defensive position to a calibrated ‘offensive

defence’.1?

‘PRAHAAR’ is India’s new counter-terrorism policy. Each alphabet in the

acronym stands for a decisive decision India is taking.

P- Prevention of terror attacks to protect Indian citizens and interests;
R- Responses, which are swift and proportionate to the threat posed;
A- Aggregating internal capacities for achieving synergy in a whole-of-

government approach;
H- Human rights and ‘Rule of Law’ based processes for mitigation of threats;

A- Attenuating the conditions enabling terrorism, including radicalisation;

A- Aligning and shaping the international efforts to counter terrorism;

R- Recovery and resilience through a whole-of-society approach.*?

Over the years, India’s counter-terrorism policy has steadily developed,
indicating a trend towards increased integration and proactive measures.
Initiatives such as the PRAHAAR policy represent an intention to shift from

reactive methods to anticipatory and coordinated responses.4

PRAHAAR as a counter-terrorism strategy marks a new dawn in India’s security
doctrine. This initiative highlights India’s policy of ‘zero tolerance’ for terrorism
and its perpetrators. This policy demonstrates India’s commitment to
international cooperation and partnership.'® India’s counter-terrorism strategy,
‘Prahaar’, aims to criminalise all terrorist actions and deny terrorists and their



financier's access to funds, weapons, and safe haven in order to foster

consensus on the definition of terrorism and the rights of terror attack victims.®

Moving away from previous principles of non-alignment and passive diplomacy,
India today adopts a more proactive, strategically engaged, and ambitious
approach. Such approach aims to address the structural basis of sub-
conventional threats by prioritising intelligence integration, fast operational
capacity, and pre-emptive response. However, their efficacy is contingent on
institutional coherence and the capacity to maintain cross-agency collaboration

over time.

The Indo-Pacific: Expanding Strategic Space

The Indo-Pacific region has come to the forefront as a strategic focus for India
since it has broadened the geographical and conceptual scope of India’s
security environment. India’s security issues now extend beyond its near-
continental border, duly encompassing marine sectors crucial to trade, energy
security, and geopolitical influence. This trend mirrors wider changes in global

power distribution, notably the increased importance of marine rivalry.'’

Dr S. Jaishankar, in his book “The India Way: Strategies for an Uncertain World”
mention that “As the world changes, it will naturally throw up new concepts and
terminology. ‘Indo-Pacific’ is among the more recent additions to the global
strategic lexicon. The waters are changing, and the Indo-Pacific is not
tomorrow’s forecast but actually yesterday’s reality.”'® Today, India’s role in the
Indo-Pacific is defined by a precarious balance of collaboration and autonomy.
Collaboration with regional stakeholders is motivated by shared goals of

sustaining stability and safeguarding the openness of marine passages.*®

At the same time, India is wary of formal alliances that might limit its strategic
flexibility. This dual strategy underscores India’s continued inclination for
strategic autonomy, even as its overseas interactions grow. The developments
in strategic space creates new obstacles that necessitate change in both
capacity and mindset. Maritime security, naval reach, and logistical depth are
critical to India’s capacity to function effectively in such a setting. In 2019, Prime



Minister Narendra Modi launched the Indo-Pacific Oceans Initiative (IPOI) at
the East Asia Summit in Bangkok, where he highlighted seven pillars to focus
on: maritime security, maritime ecology, maritime resources, capacity building
and resource sharing, disaster risk reduction and management, trade
connectivity, maritime transport, and science, technology, and academic

cooperation.?

At the same time, the Indo-Pacific is a battleground for escalating struggle, with
regional dynamics increasingly impacted by global great power rivalries.
Navigating this environment needs a shift in strategic goals as well as a

readiness to participate in numerous areas at the same time.?!

Internal Security Challenges

Insurgency and the Persistence of Structural Vulnerabilities

Internal security is an important component of India’s overall security
environment, indicating the persistence of structural issues within the state.
While the severity of insurgencies in areas such as the Northeast has
decreased over time, fundamental questions of identity, governance, and
economic disparities remain unsolved. 22 These Vvariables generate
circumstances for instability to re-emerge and increase vulnerabilities for

internal security frameworks.

India has battled cross-border terrorism, insurgency, and militancy for a long
time now. The governance demonstrates the limits of security-focused methods.
Military and law enforcement actions can deter violence, but they cannot
address the underlying causes of conflict. Long-term stability necessitates a
mix of political initiatives, economic integration, and institutional
responsiveness. This highlights the need for viewing internal security as an
extension of broader governance problems. Simultaneously, vulnerabilities
within are becoming more closely connected to external factors. Cross-border

networks, financial flows, and ideological ties can exacerbate internal instability.



This interdependence blurs the difference between internal and external
security, emphasising the importance of integrated frameworks that handle both
concurrently. Until we have a sound internal security infrastructure, we will not

be able to fully address external threats without letting our focus deviate.

Terrorism and the Evolution of Counter-Terrorism Approaches

Terrorism is a major concern in India’s internal security landscape, owing to its
cross-border scope and capacity to cause both physical and psychological
harm. Attacks are intended not merely to cause harm, but also to weaken public
trust, achieve ideological goals, and question the legitimacy of state institutions.
The prevalence of such threats implies both external support systems and

internal weakness.

Terrorism has become more convoluted as it has evolved. Decentralised
networks, digital communication platforms, and ideological dissemination have
changed the way terrorist group’s function. These changes make detection
more challenging, necessitating adjustments in intelligence and operational
responses. Traditional counter-terrorism techniques, which focus on reactive

measures, are becoming ineffective in dealing with such changing threats.

In this setting, policies like PRAHAAR are an attempt to institutionalise a more
proactive and integrated approach. Such initiatives seek to minimise reaction
time and increase synchronised reactions from defence forces. 22 The
coordination between different agencies has significantly contributed towards
success in India’s counter-terrorism measures. Moreover, the domestic
counter-terrorism laws require amendment from time to time to respond to the

emerging challenges.

Governance, Legitimacy, and Social Cohesion

The correlation between governance and security is especially evident in India.
Internal stability is intimately related to the state’s capacity to sustain legitimacy
and public trust. Socio-economic inequality, political marginalisation, and

identity-based issues can all contribute to instability if not addressed properly.



Security concerns are thus more than just operational; they are both political
and societal in character. Policies that encourage inclusion, openness, and
accountability help to build resilience by improving the connection between the
state and society. Governance deficiencies, on the other hand, can exacerbate

insecurity by undermining confidence and opening the door to external abuse.

Balancing security imperatives and democratic standards is a critical task.
Excessive reliance on coercive tactics might undermine legitimacy, whereas
inadequate action can erode state power. Effective security management
necessitates a calibrated strategy that combines governance and operational

capabilities.

Technology-Driven Threats

Cyber Security and the Expansion of Vulnerability

The exponential digitalisation of India’s economy and governance systems has
introduced a new battleground of vulnerability into the national security
framework. Cyber-attacks to vital infrastructure, financial systems, and
government networks have the ability to interrupt important services and erode
institutional legitimacy.?* The complexity of attribution, along with the pace of

cyber operations, complicates both deterrence and reaction.

India’s increased reliance on digital technologies heightens the potential effect
of such attacks. As a result, cybersecurity is more than just a technological
problem; it also connects with economic stability and governance. Addressing
this dilemma involves a mix of technology capabilities, regulatory monitoring,

and cross-sector institutional collaboration.2®

The changing nature of cyber threats needs adaptive tactics that can deal with
both state-sponsored and non-state actors. This is imperative because during
war, the first causality is always truth. The enemy can not only target the
economic infrastructure of a country but also influence the psychology of the
people by sending out a strategic message that their governments are



incapable of protecting them. Hence, investing in indigenous capabilities and
developing resilient systems are critical components in strengthening the

security frameworks.

Space and Emerging Technological Domains

Space has emerged as a vital sector in India’s security landscape, highlighting
its role in communication, navigation, surveillance, and military activities. The
increased dependence on satellite systems can create security shortcomings
that can be exploited during the times of war. The potential interruption of
space-based capabilities has profound repercussions for both civilian and
military operations. 2® Advanced technologies like artificial intelligence,
autonomous systems, and sophisticated computers are changing the nature of

warfare.

Although these technologies improve capabilities, they also bring uncertainty,
especially during decision-making and escalation scenarios. ?’ Their
incorporation into security systems needs a thorough assessment of both
opportunities and challenges. Under the vision, Viksit Bharat 2047, India is
striving to boost the very technology, global partnerships, private sector
partnerships, and space missions to insulate India’s space domain from

adversaries.?8

India’s strategy in these fields must strike a balance between technological
development and strategic autonomy. Building indigenous capabilities
minimises reliance on external players while increasing resilience. At the same
time, policy models must account for the ethical and strategic consequences of

emerging technologies.

Information Warfare and the Contestation of Perception

In today’s world, information is currency. State and non-state actors use data to
influence decisions, spread propaganda, distort narratives, and destabilise
peace in the targeted region. Disinformation tactics and psychological

operations are increasingly being used to exploit social differences and erode
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institutional trust. 2 During Operation Sindoor, we saw the impact of
misinformation and disinformation. Even the most credible news channels

faltered in providing apt news during the operation.*°

India’s free and pluralistic information ecosystem has both advantages and
disadvantages. While openness promotes democratic processes, it also allows
external and local players to shape public debate. In such a discourse, people
often misconstrue free speech as hate speech and exercise freedom of speech
to spread distorted options as narratives. Managing this duality is a complicated

task that needs precise calibration.

Tackling information threats demands a multifaceted approach that
incorporates technology, legislative frameworks, and public awareness.
Protecting the integrity of information systems and increasing public resilience

are critical components of contemporary national security.3!

Conclusion

India’s evolving security landscape shows the convergence of classic geopolitical
rivalry, ongoing internal challenges, and quickly expanding technical sectors. External
influences from China and Pakistan continue to influence strategic goals, but their
techniques are increasingly operating below conventional boundaries, complicating
deterrence and reaction. At the same time, India’s expansion of its strategic scope into
the Indo-Pacific demonstrates the growing interconnectedness of regional dynamics
and global power modifications. These trends imply that India’s security framework is

no longer bounded by clear boundaries but is rather diffuse and intricate.

Internal security problems exacerbate this complexity, as issues of governance, social
cohesion, and cross-terrorism collide with foreign forces. The introduction of policies
like PRAHAAR represents an effort to adapt to this changing environment, but their
performance will be dependent on long-term institutional integration. Simultaneously,
technical advancements have broadened the area of vulnerability, making realms like
cyber, space, and information critical to national security. Taken together, these
variables indicate that India works in a security environment characterised by
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convergence, ambiguity, and interconnectedness. Understanding the terrain is critical
for building adaptable, integrated solutions capable of tackling both long-standing and

emergent concerns.

DISCLAIMER

The paper is the author’s individual scholastic articulation and does not necessarily
reflect the views of CENJOWS, the Defence forces, or the Government of India. The
author certifies that the article is original in content, unpublished, and it has not been
submitted for publication/ web upload elsewhere and that the facts and figures quoted

are duly referenced, as needed and are believed to be correct.
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