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Mind Wars: Is India Prepared
for the New Battlespace?
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Abstract

India is no longer confronting threats that arrive with columns or insurgents but actors
targeting the nation’s cognitive core. The battlespace has shifted to the mind, where
deepfakes, influence operations, and engineered narratives can trigger confusion
faster than institutions can respond. India’s vast digital population, political noise, and
social faultlines make it a prime target for external manipulation. The 10/11 Delhi blast
showed how kinetic shocks now can be paired with psychological strikes. India must
build cognitive firepower, tighten political discipline, harden legal and intelligence
frameworks, and empower citizens, or risk losing stability in a battlespace without
borders.

Key words: cognitive warfare, mind wars, India, deepfakes, disinformation, hybrid
conflict, resilience.

Introduction

India’s security establishment has spent decades refining its competence in
conventional warfare, counterinsurgency, and high-altitude conflict. But the threat now
moving towards us is not coming with columns, infiltrators, or terror cells, it is coming
for the country’s sense-making machinery. The contest ahead is not about controlling
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land but controlling the mental environment in which 1.4 billion people interpret truth,
legitimacy, and threat. This is not an optional theatre; it is the new high ground.

A Battlespace With No Borders and No Overt Enemy

Cognitive warfare doesn’t behave like other forms of conflict. There is no mobilisation,
no warning indicators, no ceasefire line. The hostile actor does not need to break into
a database or breach a border. All it needs is an entry point into public attention.

A single deepfake of a senior military commander’s or a prominent, respected national
leader’s voice released during a national crisis. A fabricated “leaked assessment” right
before an election, a doctored video hinting at communal tension in a sensitive district,
each of these can create operational paralysis, civil unrest, or diplomatic fallout before
institutions have time to react. This is why adversaries favour this domain: it offers
strategic returns without strategic risk. They can hit India without leaving fingerprints.

Why India Is a Prime Target

India has the world's largest social media user base, with 692 million users in 2025,
and contributes the most to global user growth. While India’'s social media penetration
rate is around 49.4%?, below that of many developed nations, its sheer user volume
and growth potential are globally significant. In terms of daily usage, the average
Indian internet user spends around 17 hours a week on social media platforms?.

According to experts surveyed for the World Economic Forum’'s 2024 Global Risk
Report, India was ranked highest for the risk of misinformation® and disinformation.
India is being targeted because it is consequential, not weak. A rising power with a
noisy democracy, rapid digital adoption, and active political contestation offers the
perfect terrain for cognitive pressure.

Our adversaries understand our internal complexity far better than we assume. They
know where the social seams run. They understand our faultlines and weaponise
grievance. We saw these during several agitations across the country. They
understand that Indian society reacts faster than it reflects. They also know our blind
spots. We love gossip; We love sensational information; We are emotional; We debate
fiercely but verify slowly, and we live online more than ever before. The result that an
adversary aims for is to keep India busy with itself distracted, doubting, divided,
spreading falsehood and therefore strategically on the backfoot.



The Delhi 10/11 Blast: A Case Study in Hybrid and Cognitive Fusion

The 10/11 blast in Delhi should have ended any lingering illusion that India’s capital is
insulated from the new-generation playbook of its adversaries.* We saw how hybrid
warfare fuses the physical with the cognitive: a kinetic blast designed to ignite a large
informational fire.. The strike wasn’t just a kinetic blast; it was meant to rattle, confuse,
and calcify distrust. This is cognitive warfare in its purest form: hit a city, then hijack
the mind space. India is now dealing with opponents who understand that a shaken
democracy is easier to shape than a confident one.

This Is Not Media Warfare; It Is System Warfare
Cognitive warfare aims to target the architecture that keeps a country stable:

« Public confidence in the security forces and intelligence agencies.
e Trustin civil institutions.

e Cohesion across communities,

o Credibility of national leadership,

e Rhythm of everyday order.

If these fractures occur, India’s deterrence weakens automatically. An adversary that
can induce confusion in the middle of border tensions doesn’t need a kinetic victory.
Confusion itself becomes a strategic gain. India’s adversaries use information
operations, influence campaigns, and psychological operations against India’s society
and institutions as part of broader hybrid or cognitive warfare®.

What India Must Do With Urgency

A soft response is worthless. India needs a national-security posture built for mind-
centric conflict.

e Political Leadership Must Treat Information as National Security

India’s political arena has to stop treating disinformation as a convenient prop
for short-term petty politics. Every time a party pushes a doctored clip, a twisted
claim, or a reckless rumour to settle a score, it does the enemy’s work for free.
Foreign operators don’t need to invent chaos when our own leaders circulate it
for them. The fix isn’t complicated: parties must enforce internal red lines on
what they amplify, verify facts before they speak, and treat crisis communication
like a national duty, not a campaign. If those who hold the mic don’t show
discipline, the country ends up fighting both the adversary and its own noise.
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Laws Must Target Interference, Not Dissent

India needs sharper legal instruments for deepfake attribution, foreign influence
financing, and coordinated disinformation campaigns run through offshore
networks. But any legal architecture must be bound tightly to avoid misuse. The
enemy is foreign manipulation, not domestic disagreement. Deterrence must
be punitive and exemplary.

The Armed Forces Must Build Cognitive Firepower

India’s military has mastered hybrid warfare, but cognitive operations require a
different culture. Perception superiority is now part of operational readiness.

The armed forces need:

» A tri-service cognitive structure.
» Officers trained in behavioural dynamics, perception management, and
information psychology,
» Real-time disinformation detection tools.
» Crisis communication cells that act within minutes, not hours.
» Proactive and pre-emptive actions to carry this war into enemy territory.
Intelligence Agencies Must Map Influence Networks, Not Just Terror Cells

Cognitive warfare relies on dispersed actors. Some are state-backed; others
are proxies, NGOs, “digital volunteers,” anonymous accounts, or offshore
media operations and even institutions. India must identify these nodes early
and disrupt them pre-emptively. This requires a fusion of traditional HUMINT
with digital pattern analysis and behavioural tracking.

Citizen’s Must Be Empowered: National Citizens Security Culture

No state can defend a country if its own people amplify the adversary’s payload.
Every forwarded rumour increases the adversary’s reach. Every unverified
video shared during a crisis strengthens their hand.

Citizens do not need to become analysts. They only need to resist the urge to
believe the first thing they see. A society that refuses to be baited is a harder
target than any bunker.

The critical need is for the MHA to invest in the already delayed campaign of a
National Citizens Security Culture. We must create awareness and resilience
In our society, which is the target, arena and first responders in this battle.



India’s Response Will Define Its Strategic Future

The world is entering an era where military power still matters, but narrative power
decides whether that military power can be used effectively. A country whose public
sphere is contaminated by constant manipulation becomes hesitant, reactive, and
politically unstable. That is exactly what our adversaries want.

India, however, has one advantage: noise. We argue, contest, scrutinise, and
challenge by instinct. When directed properly, this becomes resilience. A population
trained to check before it reacts becomes a nightmare for any external operator.

Cognitive warfare is here to stay. India can either build a shield now or pay the price
later in confusion, in division, and in strategic hesitation at moments when clarity is
essential.

The next conflict may not begin with an incursion or a blast.
It may begin with a video, a rumour, or a “leak” that appears from nowhere. If India
wants to secure its borders, it must first secure its mind.

DISCLAIMER

The paper is author’s individual scholastic articulation and does not necessarily
reflect the views of CENJOWS. The author certifies that the article is original in
content, unpublished and it has not been submitted for publication/ web upload
elsewhere and that the facts and figures quoted are duly referenced, as needed

and are believed to be correct.
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