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Space Based Electronic Warfare
A Strategic Force Multiplier for India

Lieutenant Colonel Vivek Gopal

T l/ i
Figure 1- Satellite Launch by ISRO [1]
ABSTRACT

The modern challenges of dealing with the high-end capabilities of
peer and near-peer adversaries, especially in confrontations requiring

operations in Anti-Access/Area Denial (A2/AD) environments, have
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brought EW back to the forefront. This means that nations must re-
invest in modern EW capabilities, and build enough capacity in these
capabilities to compete with peer competitors. India needs to rewrite its
EW Doctrine under the newly defined paradigm of Space-based EW.
Space with its potential for militarization and with EW in particular needs
our immediate attention and aggressive pursuing. Benefits accrued
from a COMINT/ ELINT payload in LEO/ MEO has benefits far more
enriching than a conventional land-based EW system. This brief intends
to address the steps that India needs to take to establish a National
Space Operations Strategy leading onto a central apex organization
to control and coordinate the militarization of space. While suggesting
the roadmap in terms or realizable aims and action points, a global
landscape in terms of Space based electronic warfare is also mentioned
to put things into a better perspective.

Index Terms - Space, EW, LEO, MEO, COMINT, ELINT, RPO, Defence
Space Agency, CASC, PLASSF, KRET

l. Introduction

India is graduating towards a joint theaterized concept of operations
which requires the integrated forces (battle groups) to be geared for multi
domain operations (MDOs) based on an evolving and dynamic battlefield.
Spectrum has become heavily contested and hostilities will always see
forces operating in a degraded Electronic Warfare (EW) environment
in the future. Ground based EW systems, although necessary and
potent suffer from the drawbacks of lack of persistence targeting, limited
coverage of the areas of interest and the fingerprint left behind due to
emissions (if active). Space EW steps in to augment the ground-based
systems by means of overcoming the drawbacks of ground based ELINT
systems with the main advantage of persistent targeting and covering
a very large footprint with a variety of payloads. India needs to step up



to the challenge by means of devising a National Space Operations
Strategy which will address the issues by means of cross-pollination of
ideas and technologies across various domains and work alongside the
Defence Space Agency to implement and operationalize the concepts.

Future military operations will be powered by modern, networked
C41 systems which are distributable, survivable, secure, resilient and
tailorable enabling a more lethal force. This also presents a larger attack
surface for EW operations. One cannot expect the future wars to be won
using legacy technologies. Spectrum is the new manoeuvre space and
has to be safeguarded to ensure furtherance of own operations tactically
and strategically.

Il. Perspective of Space Operations in India

India’s entry into the space age was a consequence of the big commitment
to ‘Big Science’ during the post-independence period under the vision
of Nehru. [2] ISRO, the Indian Space Research Organization has been
associated with the Indian space program right since inception in 1969
and has focused on the ‘soft diplomacy’ route with majority projects aimed
at constructive civilian use. Courtesy the initiatives by this organization,
among the spacefaring nations of the world, India can safely be stratified
as a second-generation nation alongside China, Japan, Germany,
France and Brazil. Countries such as United States and Russia with
their industrial complexes have continued to dominate the space domain
situating themselves in the top rung. Australia, New Zealand and UAE
are also tailing behind and are the third-generation spacefaring nations.
The year 2022 represents a significant milestone for India’'s space
industry as it heralds the fifth decade since the establishment of the
Department of Space (DoS). ISRO has led the space related activities
from the front and has had several remarkable achievements, including
successful space missions and development of technologies to foster
India’s self-reliance and progress. [3][4]
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Technocrats (read NITI Aayog) in the government realized that
the growth in the domain of space is directly linked to the growth of the
country’s economy. To that extent, the Make in India initiative has a strong
component of 100% foreign direct investment for satellite construction
and operations under the aegis of the Department of Space (DoS) which
is the main policy making body. Space industry, with the entry of private
players and advances made by various countries is no longer a preserve
of a few, leading to democratization of the entire process.

There is an inescapable requirement to engage in cross-domain
activities with regards to operations and it is the domain of space
which can result in asymmetric advantages against any adversary.
Cross-domain synergy has been described in the Joint Operational
Access Concept or JOAC' as “The complementary vice merely additive
employment of capabilities in different domains such that each enhances
the effectiveness and compensates for the vulnerabilities of the others—
to establish superiority in some combination of domains that will provide
the freedom of action required by the mission.” [5] Among the various
domains, space, with its advantages presents itself in the forefront of
such fused activities; hence its importance.

“Currently, India’s space economy constitutes almost two percent
of the global space economy, which is estimated to be worth 423
billion USD.” [6] A presentation by Indian delegation to 58th session
of STSC - UNCOPUQOS Vienna, Austria April 20, 2021[7] brought out
the six decades’ worth of contributions made in the space domain and
the milestones reached in the space programme. To cover a few of
these milestones, there were a total of 80 launch vehicle missions, 111
satellites placed in orbit (53 belonging to national requirements) and 342
satellites launched from 34 countries.

i The Joint Operational Access Concept (JOAC) describes in broad terms the vision
for how joint forces will operate in response to emerging anti-access and area-denial
(A2AD) security challenges. Version 1.0 of the document was released on 17 Janu-
ary 2012.
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Figure 2- Missions Accomplished (March 2020 — 21) [7]

Itis evident that the space programme for India is mainly driven by the civil
use-cases. Despite the recent segregation of the military programmes
under the aegis of the Defence Space Agency, no major endeavour is
known towards space-based EW except for ISR capabilities in terms of
the CARTOSAT series of satellites.

Space which was earlier a niche domain has now taken the
shape of a disruptive arena where safeguarding interests have become
paramount. Deterrence in space can only be achieved if one has an
aggressively motivated offensive space strategy. While the launch of
ICBMs or SLVs can always be assigned motives of tacitly exhibiting
aggression, EW in space is one domain where Electronic Support (ES)
measures can provide the offensive capability in today’s ‘information-
ised’ world. India with considerable space assets has no choice but to
protect them by means of developing capability to take punitive action
against such misadventures & impose a heavy cost penalty. While
the focus should be on dual-use technology, India should always be
prepared to tweak the technology for an offensive-defence role when
warranted.



This brief aims to bring into perspective the need for space-
based EW measured against the global landscape and advances
made by the leading spacefaring nations (major focus on USA,
Russia, China). To take it further, the paper also presents the way
forward to establish a National Space Operations Strategy by
focusing on the key areas where impetus is mandatory.

lll. Need for Space Based Electronic Warfare

The world’s leading military powers are placing increased importance
on advancements in technologies and communications, such
as artificial intelligence, cyber capabilities, 5G networks, and the
Internet of things. EW as a domain too has garnered impetus due
to the interplay of all such evolving technologies and space-based
EW has reached disruptive significance poised to change the future
landscape of military conflict. MDOs will result in parallel engagements
on land, sea, air, cyber and space domains. The debate between
the semantics involved in Weaponization versus Militarization
is historical since the launch of Sputnik by erstwhile USSR. However,
EW as a domain in space occupies a place in both the aspects owing its
spread in passive as well as active means to achieve the intended aim
by definition. How EW is used in the domain of space, can have effects,
on the deterrence & escalation dynamics alike.

Modern day EW can be traced back to Circa 1904-05 with the
Russo-Japanese War. However, if taken in the Indian context, we
can go as far back as the Mahabharata. To kill Dronacharya would
have been impossible and hence the deception tactics (rumour/ false
propaganda in today’s parlance or manipulation of information as part
of EW tactics) of spreading the news of the death of Ashwathama (an
elephant who shared the name of Dronacharya’s son) exposed his
vulnerability had resulted in Dronacharya’s death. One century later,



EW has resurfaced as the prime contender in today’s operations. The
contested space domain & ever shrinking EM spectrum has exposed a
wider attack surface for EA scenarios. Space as the latest dimension
added to warfare has been invigorated with Revolution in Military Affairs
(RMA) leading to a Revolution in Space Affairs. EW as a domain, with
the advances in technology has transcended into space with countries
vying to monitor, control & seize every initiative to achieve ascendancy
over the adversaries. A good analysis of how space is helping EW for
ground forces has also been done by Mark Pomerleau [8].
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Figure 3- Space-based Sensors for EW [8]

i Space can be thought to have been Militarized right since the Sputnik era and the
launch of the communication satellite. Space weaponization is generally understood
to refer to the placement in orbit of space-based devices that have a destructive
capacity.



EM spectrum is the new manoeuvre space & freedom of action
in this domain while denying the same to the adversary can tilt the
balance in favour of the technologically advanced force. Similarly, space
EW will ensure the safeguarding of one’s space assets which are of
prime (national) importance and also portray a nation’s might (power
projection) in the geo-strategic environment. The need for Space based
assets is also greatly influenced by the techno-geo-strategy. Speaking
of the theory of offensive realism (propagated by Mearsheimer), China
has openly displayed its intent to capitalize on the space domain trying
to surpass giants such as USA & Russia. The geopolitical and strategic
imperatives to counter the encirclement tactics of China is motive enough
to invest time and energy towards developing space assets thereby
countering the non-contact warfare approach advocated by the PRC.
With Chinese initiatives such as the Beidou constellation (ground station
at Ngari in Tibet being the closest to India) and ASAT test in 2007, India
needs to adapt its modus operandi to keep pace as well as counter the
rise of the dragon as an immediate threat.

Cyberspace Information
Environment

Electromagnetic Environment \ Environment

Maritime

Figure 4- Contested EM Environment 9]



Space domination can be graded as one of the pertinent factors in
support of foreign policy and national interests, thereby contributing to
the overall comprehensive national power. Pakistan’s space capability
is following the Circa 2047 vision with an overshadow of ‘assistance’ by
its all-weather ally China [10].

With a growing dependence on space-based operations &
proliferation of space-based assets, there is a need to address the
challenges being faced with respect to the security of these assets in
various orbits. A study [11] by Centre for Strategic and International
Studies (CSIS) shows how the space weapons can be categorized viz.,
Space to Earth, Space to Space & Earth to Space. Drawing a parallel
for EW in space, as also shown in the same study, jammers & directed
energy weapons (DEW) are capable of effects in all the three categories'.
Unfortunately, what has been covered are the attack capabilities of EW,
while the passive & more potent features of ISR, direction finding &
persistent targeting has not been elaborated as part of weaponization.
Naysayers & experts may beg to differ on this concept which might seem
at a cross with the generic definitions of ES, Electronic Attack (EA) &

MILITARY

EMS -
MODERNIZATION ’ SUPERIORITY |
LINES OF EFFORT
P S,
40,
Complex EMS Environment DATA COLLECTION AND
e — < AGGREGATION g,
g— s e c 3
g == = DATA ANALYTICS | €,
N N =
° &S 77 $ | EMS UNDERSTANDING/ e
E 4 T | SITUATIONAL AWARENESS <z
s ey -
T
M [ = mmts::‘:lc"c:n AND i,
0
: , JOINT ALL DOMAIN
STANDARDIZED 2, COMMAND AND CONTROL
AUTOMATION — 4
INTERFACES ’j‘

ENHANCED K riBUTES " ENABLED
o ALL DOMAIN MR S/ COALITIO
— —~ S~ OPERATIONS ACTIONS

Figure 5- Electromagnetic Spectrum Operations Visualization [12]

iii See Appendix ‘A for a table quoted from the same study regarding the electronic
weapons in space.



Electronic Protection (EP) or how EA is used as an attack strategy, while
ES is merely passive (although passive measures used aggressively
can reap immense dividends). One may also give credence to the fact
that active defence is not offense.

IV. Global Landscape: Counter Space Capabilities
& Space Based Electronic Warfare

“EW is the art of the invisible” [13]. A definition of space lectromagnetic
warfare as given in a publication [14] by the Defence Technical
Information Centre or DTIC is as given below.

“Space Electromagnetic Warfare — Knowledge of spectrum
awareness, manoeuvre within the spectrum, and non-kinetic fires
within the spectrum to deny adversary use of vital links. Skill to
manipulate physical access to communication pathways and
awareness of how those pathways contribute to enemy advantage.”

The same DTIC report also mentions the most critical objective of space
EW being the gains in the cognitive dimension. “Decision superiority,
deterrence, dissuasion, compellence, and assurance manifest here.
Neutralizing an adversary spacecraft offers limited military value if such
actions fail to influence the perceptions or decisions of the enemy [14].”

While counterspace capabilities can be broadly divided into the
realms of kinetic physical, non-kinetic physical, cyber and EW, this paper
will cover EW and merely touch upon the others. Russia, China and USA
have been covered and in addition Australia, France and North Korea.

EW is a viable option for counterspace because of its flexibility:
its temporary application at the point of impact and effects on adversary
satellite are temporary, unless it employs very high power to burn the
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electronics. Also, it does not generate any orbital debris. EW is an
extremely attractive option for any space faring in the future intending
to protect its assets in space. With greater reliance being placed on ISR
and GNSS for operations, EW will be a very potent weapon [15].
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Figure 6- Symbolic Representation of the Realms of Counterspace Capabilities
(11]
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and downlink signals. To counteract the technology prowess by US
forces, Russia has made efforts to combine EW into military operations.
Russia has also taken several initiatives to drive the EW programme
towards significant Space Situational Awareness or SSA capabilities. Al
its efforts are towards seeking parity with the US forces in this domain.
Some examples of the Russian prowess in the field on Space EW can
be gauged from the developments of the Peresvet system, Tirada series
of satellite EW system and the Bylina systems. Peresvet is the Russian
solution to the fourth dimension included in their definition of EW which
includes “countermeasures to foreign technical reconnaissance”.
Capabilities of Tirada EW system have been covered as part of [16].

In Russian, the name Bylina has been used for a C2 system which
are operating in different parts of the radio spectrum (Bylina-KV and
Bylina-MM). Open-source information places them as weapons against
communication satellites. News released in 2016 talks of another satcom
jamming system — KRBSS expanded as “Electronic Warfare Complex
to Counter Satellite Systems in Low Circular Orbits”. This system
deployed in the Arctic, was probably designed to target LEO satellite
constellations such as Iridium, Globalstar, and OneWeb. Krasukha-4
(Russian poisonous plant — Belladonna or Deadly Nightshade) which
has been quite prominent in recent skirmishes is aimed against radar-
based surveillance satellites. On-board two Kamaz-650 trucks, both
Krasukha -4 and its erstwhile model, Krasukha — 2 are part of the EW
complex Moskva -1 (1L267). This project traces its genesis in the 1990s.
Another EW Space defence project called the Divhomorye (name based
on a Black Sea resort in southern Russia) started development in 2013
and was claimed to be ready for deployment by early 2016. There have
been reports of its deployment in 2018. Touted as an improved version of
the Moskva -1, it can be used for ELINT as well as a command post [17].
Russia has also constructed three ground-based SIGINT sites intended
to pick up and analyze foreign satellite EM emissions over Russia. These
will complement the country’s Space Surveillance System (SKKP).
These facilities are built under the project name ‘Sledopyt’. Another

12



such EW complex to protect Russian satellites against EA measures
is called the ‘Tobol'. Whether the projects have been delayed or have
been made operational is not yet known [18]. There have also been
rumours surrounding the top-secret nuclear-powered satellite ‘Ekipazh’
specifically meant for space EW. KRET (Concern Radio-Electronic
Technologies), is under the Rostec State Corporation, and is the largest
holding in Russia’s EW industry. Important stakeholders in the Russian
EW systems are Vladimir Design Bureau of Radio Communications
(VKBR) with its subcontractors i.e. Vladimir Radio Equipment Factory,
the Radio Research and Development Institute (NIIR), NPP Istok, the
Moscow Radiotechnical Scientific Research Institute (MNIRTI), and
NPO PM-Razvitiye. REB-K units in the Russian defence forces are the
operators of Russian EW systems.

China- The PRC space capabilities and
developments would require a separate
paper to do justice, however, the
noteworthy EW related aspects are covered
subsequently. The PLA experimented with
electronic reconnaissance satellites in the
mid-1970s. The satellite was launched from
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Jiuguan in July 1975 on an FB-1 launch vehicle, which was specifically
designed to meet the weight and orbital accuracy requirements of

“Space attack and defence operations are [a type of] direct military
confrontation activity carried out mainly in outer space by the
opposing sides. Space warfare takes military space forces as the
main operational strengths, takes the opposing sides’ direct attack
and defence as the basic form of expression, and takes seizing and
maintaining dominance of outer space over a certain scope and
within a certain time as the basic goal. It is the form of space-domain
military struggle sharpest in confrontation and highest in intensity.”
[21]

electronic reconnaissance platforms. The FB-1 launched two more
experimental satellites in December 1975 and August 1976. For
unknown reasons, the program was discontinued. Publications by the
Chinese Academy of Military Sciences bring out the fact often professed
by the PLA — Those who can rule space, will rule the Earth. The data
available in open source suggests of several developments that have
been undertaken by China in terms of Counter Space capabilities.
SSA is one of the many functions where impetus has been laid down
in China. The reconstitution & reconfiguration of the PLA giving rise
to the PLASSF with cyber & EW domains included is a major step
highlighting the inclination of PLA towards defensive (active defence)
and offensive capabilities. The tests (RPO) which took place after the
launch of the ‘SJ"i series of satellites can be extrapolated for military
use, mainly jamming capabilities of adversarial space vehicles. The
DIA report of 2019 [19] also brings out the Chinese SATCOM and SAR
jamming capabilities. Similar analysis has been done in an ORF
occasional brief [20].

vii The notorious Chinese inspector satel-lite, dubbed Shijan-17 (SJ-17), was rel-a-
tively quiet this past year but did make a few stops near other satellites as it moved
around the GEO belt. According to CSIS analysis, SJ-17 performed three enduring
rendezvous proximity opera—-tions (RPOs) nearby other Chinese satel-lites, Chinasat
6B, SJ-20, and Gaofen 13 (GF 13).
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Open-source data also confirms of the PLA utilizing TDOA'!" based
techniques for geolocation using clusters of three to four satellites.
CASC*509" Institute and SWIEE* have accounts of PLA direction finding
and tracking methodologies. While information is sparse, indications
exist that at least some funding has been dedicated toward developing
a space based ELINT capability as China clearly believes that to exert
itself regionally, it has to develop capabilities in electro-optical, SAR and
ELINT. Further details regarding the military satellites, stealth satellites
and ELINT are covered in papers published by the Chinese Journals.
[23] [24] [25]

Chinese and Russian military doctrines present the view of space
as an inseparable part of modern warfare and view counterspace
capabilities as a means to reduce adversarial military effectiveness.
While US established the Space Force, both these countries
reorganized their militaries in 2015 to provide impetus to space
operations. [26] [27]

viii Time Difference of Arrival — a direction finding method used commonly in EW
ix China Aerospace Science & Technology Corporation
x Southwest Institute of Electronic Equipment
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China in the domain of EW is gaining near-parity with the US forces.
This includes both soft and hard kill measures as part of the EM
spectrum dominance strategy under the umbrella of the overarching
‘informationised’” & ‘intelligent-ised’ concept of integrated network and
electronic warfare [28]. Integration between these domains has been
professed as “the only way to simultaneously ‘decapitate and blind’
the adversary while ‘crushing their bones and damaging their body’
to sustain the People’s Liberation Army’s advantage and accelerate
the operational tempo.” [29] A high-level spectrum policy is also being
formulated as per certain reports [30]. The exploitation of space by
China in terms of EW can be sensed from reports where scepticism has
been seen with activities related to China in space [31] [32] [33] [34].
Another wholesome account of Chinese ELINT & SAR/ Optical imagery
capabilities has been covered in the article at [35].

United States (USA) - Through the B
EW Counter Space System (CSS) and Refshehaeheh
the Navigation Warfare (NAVWAR) Fedlslioaiio
programme, US forces are presumably at e
the top when it comes to EW employed
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Defensive and offensive space control are amalgamated into the SSA
programme for USA and investments have been made right since the
1960s towards developing a substantial capability. Very little information
is available on NAVWAR in the open domain, however, it is estimated
that since its inception in 1990s, heavy investments have been made
to bolster the capabilities as part of SSA and counter space activities.
Similar is the case for the CCS established in 2003. US forces have also
conducted various exercises in which activities were done ina GPS denied
environment. The US forces are taking the lead and making an all-out
effort to ensure that all space assets get unified under a central agency
and that the parochial attitudes of individual services are set aside. The
setting up of the Space Force (erstwhile US Airforce Space Command)
with a Title 10 role (Title 10 of the United States Code outlines the
role of armed forces in the United States Code. It provides the legal
basis for the roles, missions and organization of each of the services as
well as the United States Department of Defence). amplifies the point
[36]. The United States has employed its technological prowess for
the development of several weapon systems to maintain ascendancy
over adverserial forces in all domains. US forces are heavily reliant on
PNT signals and network centricity, even for expeditionary forces. It is
launching several satellites every year to extend its military capabilities.
In December 2020, the US launched the NROL-44 satellite as part of the
plans of the US National Reconnaissance Office (NRO)*. The Advanced
Extremely High Frequency Spacecraft (AEHF-5)* was easrlier launched
in 2019 [37]. U.S. Space Force now controls the GPS Block Il satellites
aimed to provide resilient PNT signals for its forces worldwide. “The
newest satellite from the latest generation of more accurate systems is
among a larger group of 24 GPS payloads on orbit that are capable of
using a new military PNT signal, M-code.” [38]

xi The NROL-44 is a geosynchronous signals intelligence (SIGINT) satellite weighing
more than 5 tons and is outfitted with a huge parabolic antenna, which unfolds to a
diameter of more than 100 meters in space.

xii The AEHF-5 provides jam-proof communications, including real-time video stream-
ing between the control and the deployed forces.
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Space Delta-3, formerly the 721st Operations
Group, at Peterson Airforce Base, is the unit which
controls Space-based EW for the US forces to
dominate the space domain. “Space Delta 3 includes
both offensive and defensive space control operations.
Offensive space control is intended to prevent an
adversary’s hostile use of space capabilities, while
defensive space control focuses on identifying and
geolocating interference with U.S. capabilities, thereby protecting space
capabilities from attack or interference.”[39] The U.S. military also
relies on satellites for SIGINT, and is reported to have up to three giant
‘Mentor/Orion’ satellites parked in GEO for the purpose of collecting
radio emissions with radio reflecting dishes estimated to be 100 meters
in diameter.[40]

France - France too has made the transition of the satellite control to
their military and delinked it from their civil space programme. They have
a well-defined Space Defence Strategy.

Iran - Islamic Revolutionary Guard Corps (IRGC) conducted two major
exercisesin 2020, which Iranian sources claimincluded “space operations”
using jamming drones and radar units from the IRGC Aerospace Force.
In February 2021, Aerospace Force Brigadier General Mehdi Hadian
hailed Iranian electronic warfare capabilities in recent exercises, with
a focus on offensive and counter electronic warfare against enemy air
power [41]. In March and May 2020, there were reports of Iranian GPS
circle spoofing. GPS circle spoofing differs from other spoofing attacks in
that it causes transponders to show various erroneous positions forming
odd ring-like patterns around a central location. Previously observed in
China, the March 2020 incident involved a potential GPS spoofing device
in operation at Iran’s Army Command and Staff College [42]. The May
2020 incident also involved the circling phenomena with GPS-based
reporting systems from vessels and fithess trackers in Tehran. Iran has
publicly claimed in the past to have the capability to spoof GPS receivers.
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North Korea - U.S. Army published a new manual titled North Korean
Tactics in July 2020 which details North Korea’s electronic warfare
organizations, capabilities, techniques, and tactics. [43] North Korea
continues to exercise its downlink jamming capabilities. In April 2020,
North Korea announced that it was preparing to deploy a new “GPS
jamming device” for use against South Korea. [44] Many open-source
reports in the past year highlight jamming focused on commercial radio
broadcast frequencies and civilian GPS signals rather than military
targets. The report at [43] also highlights the Electronic Warfare Jamming
Regiment focused on electronic jamming and signals reconnaissance.

UK - The United Kingdom continues to integrate space into its military
structure. In 2021, the country announced building the Royal Air Force
Space Command in Scotland. The first commander of the United
Kingdom’s Space Command was also announced in February 2021 and
the command is scheduled to be operational and capable of launching
its first rocket by 2022.

Australia - As part of the Project 9358 (includes the JP 9102 Australian
Defence SATCOM System project), Australian Defence Forces are
exploring options of the deployment of ground-based EW sensors. After
the 2020 Defence Strategic Update, this project aims to fill the void in
capabilities in EW related to space. Australia’s military use of the space
domain rests on communications between Earth and satellites. The
country’s armed forces use satellites for navigation, communications
and Signals Intelligence (SIGINT). Central Australia is home to the Pine
Gap Earth Station near Alice Springs. Pine Gap receives raw SIGINT
from US satellites as they pass over Asia and the Middle East. These
SIGINT satellite constellations include Advanced Orion, Improved
Trumpet, Mercury and the Space-Based Wide Area Surveillance
System. Not surprisingly, no information appears in the public domain on
the datalink frequencies used to transmit raw SIGINT to Earth. [45] [46]
The Wide Area Space Surveillance (WASS) system of the Australian
Defence Forces [47] is how ground stations can be used to monitor
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the space activities. The capability consists of using over the horizon
radar network to keep track of orbital debris and satellites in LEO. Called
the Jindalee Operational Radar Network or JORN, radars are placed at
three locations manned by BAE and controlled by the Australian Airforce
Number 1 Remote Sensor Unit.

The not so very distant Nagorno-Karabakh conflict drives
home some pertinent aspects as regards space-based EW. “First, an
integrated air-defence system is critical; Second, the role of electronic
warfare should be accentuated; and third, the human factor is key, and
it underpins the other two factors.” [48]

V. Space EW Strategy Development Matrix

Since the First Gulf War, Space has gained prominence in executing
operations and is a reflection of the foreign policy and strategic
interests of a nation [49]. Similar views as regards strategy for Space
has been echoed by IDSA in their policy brief [50] which states that
geostrategic viewing of the space related activities links it closely
to a projection of a nation’s comprehensive power & extension (read
symbolic) of foreign policy. Emphasis is therefore necessary to
develop capabilities for satellite hardening as well as EW measures
to safeguard these national assets in orbit. Strategy, and in turn
policy, will be a derivative of the questions asked which underscore
the requirement of EW in Space. To quote from an AFCEAX
whitepaper [51], a wonderful set of intriguing questions put forth have
been replicated as under:-

(@)  Whatare the implications of a contested space environment
on ISR developers and users?

xiii AFCEA - Armed Forces Communication and Electronics Association
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(b)  Are we treating Space and our use of Space correctly?

(c)  Are the future requirements for the use of space by both
the Intelligence Community and Defence Department driving
us to the same position on Space ISR or to radically different
positions?

(d)  Should we adopt a strategy and policy position that
approaches space differently, for instance, as a kinetic or non-
kinetic warfighting domain?

(e)  What are the implications of continuing with the current
Space posture and not making a change?

(f) What shorter term actions should we take within our current
bounds?

Based on the questions posed earlier, certain strategic goals come
to fore when it comes to formulating and implementing a Space EW
strategy. To state a few, not in order of precedence are as follows:-

(@)  Agility - Developing agile EW options aiding EM pectrum
operations. These agile options include the development of state-
of-the-art ES and EA measures.

(b)  Resilience - Enhance the delivery of own signals in the
contested domain. Robust EP measures will ensure that our
own forces are not hampered by the adversarial attempts to
eavesdrop into our communication and PNT signals. Case in
point of the resilient GPS signals by the Block Il satellites of the
United States.

(c) Transparency - Provide anintegrated picture at the theatre

level. This will ensure coordination of the resources at the highest
level and the judicious employment of EW resources which are not
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too proliferated owing to the cost prohibitive technologies involved.
Tools such as the EW planning and Management Tool or EWPMT*V
are a great asset in this effort.

(d)  Synchronize — All sensors to be in sync to help in the
analysis of the emerging operational scenario. The endeavour
undertaken as part of the ‘Project Convergence™ by the United
States is a glaring example of this synchronization.

(e)  Establish - A National Space Operations Strategy thereby
transition from outdated technology towards seizing high ground
with novel sensors and technology.

(f) Accelerate and Innovate - Accelerate the deployment of
Space based EW assets and innovate by rapid prototyping of
payloads.

(g) Develop - A conducive environment for development
partners to nurture the capability and grow at an accelerated
pace. This development can be aided by the correct fusion of
military-academia-industry. There is an inescapable need to
innovate,optimize and cultivate talent.

The Terminal Objective of such an exercise of strategizing should
yield in establishing policy and procedures for enabling Space-based
EW components and assets. Work towards commonality in operating
procedures and equipment which helps to leverage the advantages
accrued out of the space-dimension of warfare.

xiv Provide a suite of software tools and applications by delivering six capability drops
(CD) that enhance the manoeuvre commander’s cyber-electromagnetic activities
(CEMA) element’s ability to plan, coordinate and synchronize electronic warfare (EW),
spectrum management (SM), and Cyber operations (CO) across the 2/3/6 staff sec-
tions.

xv Project Convergence is the US Army’s campaign of learning, experimentation and
demonstration aimed at aggressively integrating the Army’s weapons systems and
command and control systems with those of the rest of the Joint Force
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VI. Way Ahead for India

Indian activities in space underwent a metamorphosis after March 2019,
when the then Prime Minister announced to the world about India’s
Anti-Satellite Test (ASAT). This heralded the inclusion of India within the
gamut of select nations after United States, Russia & China. The latent
capabilities existing with India were transformed into a harbinger of the
materialization of a strong deterrent capability. Project Shakti as it was
dubbed resulted in a change in the way the world viewed India and the
message conveyed was that of a transition towards a Space hard power
wielding nation [52].

Space domain is the characterized by a Disruption in Military
Affairs which has had connected effect on the C4ISR capabilities
transforming to C6ISR (including Cyber and Combat Intelligence) [53].
These capabilities, based on their resilience drive the military decision-
making process in consonance with enhanced situational awareness
— hence, the importance of Space-based EW as a pivotal counterspace
capability and the measures to preserve the assets in orbit. Nearly 15
military satellites presently are being used for varied purposes by India,
the last being the GSAT-7.

Air Marshal Chaudhari, Vice Chief of Air Staff while addressing
the e-Symposium on ‘Space Technologies for National Defence’,
organized by FICCI, in association with Society for Aerospace, Maritime
and Defence Studies (SAMDeS), brought outthe need for an independent
military space programme which so far has been dependent on ISRO’s
civil space programme [54]. It was also mentioned that indigenous
capability to observe, track and identify non-cooperative objects in outer
space is an inescapable requirement looking towards developing a
common operating picture. This accentuates the requirement of SSA or
Space Domain Awareness of which EW is a key component.

The electromagnetic environment has become exceedingly
dynamic. Nations are pushing the envelope when it comes to developing
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advanced C4ISR capabilities and are become more reliant on PNT
signals and satellites for operations. India too is trying to keep pace
with these advances. Defence Space Agency in India has issued a RFI
in January 2021 to look at collaborations to thwart threats in this niche
domain of Space-based EW [55] [56].

The steps for the way towards attaining parity in the EW domain in the
long run will involve meeting certain aims which can be listed as follows:-

(@) Aim 1- Develop Agile Electromagnetic Spectrum
Operations.

(b)  Aim 2 - Enhance the Delivery of Resilience of Position,
Navigation, and Timing (PNT) Information. How much the anti-
jamming properties of NaVIC (IRNSS - Indian Navigation
Constellation) can be utilized is yet to be seen.

(c) Aim 3 — Formulate a Single Point National Level
Organization Authority. Establishing a Spectrum Warfare Wing
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has been proposed in a Centre for Land and Warfare Studies or
CLAWS occasional brief [58].

(d Aim 4 - Develop and Provide state-of-the-art
Communication Capabilities. This will involve accelerated
and proliferated use of software defined radios and a resilient
waveform [59] to name a few.

(e)  Aim 5 - Accelerate and Synchronize Fielding of Satellite
Systems with Variable Payloads. These payloads in LEO can
help in ISR capability along with direction finding EW satellite
payloads. ELINT and SAR payloads also need to be increased in
number alongside the constellations of cubesats.

(f) Aim 6 - Develop a Regional Electromagnetic Spectrum
Information System on the lines of the U.S. developed GEMSIS*
.[60]

VIl. Implementation Strategy

Having seen the strategy and aims, it is the implementation part of the
entire process which is going to bear fruit or lead us to a sustainable end
state. Some pointers towards the implementation of the Space-based
EW strategy are covered in the succeeding paragraphs.

Action Point |- Like any other domain, alignment with the other doctrines
already in place is a necessity which brings us to the fact that there is an
emergent need to revisit the EW concepts and evolve a doctrine which
encompasses the future battlefield scenarios and ways to fight. Space
based operations will see a flux with the cyber operations (read cloud-
based and Atrtificial Intelligence), termed as Cyber Electromagnetic
Activities (CEMA) interplaying with the classical EW domain.
Organizations such as Defence Space Agency, Cyber Command and a

xvi Global Electromagnetic Spectrum Information System (GEMSIS)
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dedicated EW organization need to come together to fuse the capabilities
thereby aligning the objectives. As a recommendation, the taxonomy of
a proposed Space Doctrine/ Publication may be adapted from the Joint
Publication 3-14 of the US Forces, issued in October 2020.

Action Point Il - Space is a contested,congested and competitive
domain. No longer is it the sole playing field for a select few nations.
Establishing an ‘Aerospace Command’ has been marred with a myopic
view by the stakeholders. The powers that be, should take cognizance
of the similar verticals established in the leading space faring nations
to migrate to a well-structured, agile & responsive organization.
With the lack of established and fundamental doctrine, India must look
inwards to other organizations to establish doctrinal principles to enable
the space warfare plans, execution, and assess training for the same.

Action Point lll - Technology absorption which involves the subsets
of funding research and development, reverse engineering,
developing infrastructure and a wholesome contribution by the military-
industry and academia.

Action Point IV - Industry Participation for Research Collaborations
and Building Technological Capabilities is inescapable. India has
set up the autonomous body, Indian National Space Promotion and
Authorisation Centre (IN-SPACe) under the Department of Space
(DoS). IN-SPACe will act as a link between the ISRO and private sector
companies, assessing how best to utilise India’s space resources and
increase space-based activities. Similarly, the recently established ISpA
or the Indian Space Association is a positive step towards nurturing
private sector participation in Space. ISpA, IN-SPACe along with NSIL
or the New Space India Limited concern of ISRO can together with joint
effort (consortium approach) augur well for the future in this domain.
Incentivization as done for the drone sector by means of production
linked incentives should be catered for the Space industry.
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Action Point V - Establish programmes such as the school and
college level NASA space challenges and Grand challenge programme
by the NITI Aayog to foster talent in the domain of satellite technology.
Simultaneously invigorate the start-ups. Measures that have been
initiated to invigorate the Space industry including startups is surely
going to provide a ray of hope for a new strategic trajectory for India.
Reliance on nanosatellite constellations to achieve what the cost-
prohibitive smallsats or the 1000 kg satellites cannot. Rapid prototyping
using fast track procedures and faster launch capabilities are the
hallmarks of a well-established Space domain. Programmes such as
Rapid Agile Launch Initiative, that is, use small satellites to test sensor
capabilities.

Action Point VI - Developing an EW Mindset. One of the most
essential facets towards developing an EW force lies in mentally and
cognitively training the mind to understand the concepts and implement
ideas in unorthodox and out-of-the-box ways.

Action Point VIl - Partnership with International Space Agencies.
Despite the skepticism surrounding the military utility of the Quad, the
collaboration between the members for developing better payloads,
miniaturization and sharing of research work and data can immensely
benefit the cause.

Action Point VIl - Use of Disaggregated Systems — This would
entail the stratification of assets at the strategic & tactical/ operational
levels and act as a major countermeasure to widespread EA activity by
the adversary.
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VIIl. Conclusion

Military space power is the ability to accomplish strategic and military
objectives through the control and exploitation of the space domain.
Security, deterrence, and violent competition are the signs of a
warfighting force, and military space forces are no different. Progress in
the domain of Space EW will reconfigure the rules of deterrence & alter
the dynamics during a heightened skirmish. It is high time that we had a
comprehensive National Space Operations Strategy to cater to a rainy
day in space.

Unlike doctrines, ancient treatises & eponymous texts such that
of Sun Tzu which have compiled generations of military experience
into comprehensible learnings, space as a domain is new. However, it
should always be recalled that the underpinnings remaining the same,
it is the application of these learnings that have to be translated into
actionable steps extending to the domain of space. Space requires an
unprecedented forward-looking approach & out of the box thinking to
apply concepts; to forge its own future, while being costly, safeguarding
the outer space & the world as we know it against untoward & irresponsible
actions. Space has emerged as an inescapable warfighting domain &
EW within space inseparable for continued asymmetric advantage &
psychological preponderance.

Like China, there is a need to have a national agency to coordinate
all the activities pertaining to the militarization of Space. By leveraging
the power of Space-based operations, India can afford to exert its
presence much beyond its shores in-line with the aim of graduating to
become a regional power by complicating the regional dynamics (read
China). Over the next decade India must aim at advanced precision
strike assets, integrated with persistent space-based surveillance.
India’s external behavior is characterized by exerting itself as a potent
regional power while always preparing itself for a two-front war. The
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developments of the recent past have tilted the attention focus towards
China while the Af-Pak issue continues to simmer.

Do we want to take the lead, be up there with the leading nations
or merely be reactive? This is something we need to answer and decide
now. EW has always aimed at developing technology that causes
entropy to set in thereby imposing a cost penalty of the adversarial
forces. Areactive force will always have catching-up to do. Space with its
potential for militarization and with EW in particular needs our immediate
attention and aggressive pursuing. Benefits accrued from a COMINT/
ELINT payload in LEO/ MEO has benefits far more enriching than a
conventional land-based EW system. Naysayers may be skeptical with
respect to the costs involved in development, as budget involved is
substantially more due to the complexities involved in micro-electronics,
launch costs and associated overheads. However, if we are to keep
in mind the ‘Nothing Ever Goes Unnoticed’ paradigm of EW, then
the space-based operations are to be viewed as a life-insurance policy
which pays dividends when life is at stake.
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